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Cloud computing is a popular way to use and deliver IT services. It has changed how software and
hardware are used and bought.

e Instead of buying servers or software, companies can now use them as services over the
internet.

e This model is successful because it provides computing power dynamically and as needed.
There are two main types of cloud providers:

1. CSPs — Offer software and platforms (SaaS, PaaS).

2. CIPs — Offer hardware and infrastructure (laaS).
However, cloud computing brings new risks, such as:

e SLA (Service Level Agreement) issues

o Data security and privacy problems

e Less control over IT resources

e Virtualization risks

e Compliance and reliability concerns (e.g., if providers shut down)
Risks need to be checked at the service, data, and infrastructure levels.

Some old risks, like network attacks, are now more serious in cloud setups. Even natural disasters
can affect cloud service availability.

Cloud computing allows businesses to focus more on their goals rather than managing IT
infrastructure.

Levels of CC

1. Infrastructure
o Basic hardware resources like servers, networks, and data centers.
o Offered as laaS (Infrastructure as a Service).
o Example: Amazon EC2.
2. Storage
o Space to save data online securely and access it anytime.
o Part of infrastructure but often treated separately due to importance.
o Example: Google Cloud Storage, Dropbox.
3. Platform
o Tools and frameworks for developers to build and run apps.
o Offered as Paa$ (Platform as a Service).

o Example: Google App Engine, Microsoft Azure.
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4. Application
o Ready-to-use software provided over the internet.
o Offered as SaaS (Software as a Service).
o Example: Gmail, Microsoft 365.
5. Services
o Extra functionalities like security, analytics, APls, etc., used to support apps.
o Can be part of any layer to improve performance and user experience.
6. Client
o The end-user device (PC, mobile, browser) that accesses the cloud.
o Connects to and uses the cloud services.

Each level builds on the one below it, creating a full cloud system.

Common Definitions

1. Assets

Resources of value to an organization, like data, software, hardware, or services.

2. Security Controls

Measures taken to protect assets from threats (e.g., firewalls, passwords, encryption).
3. Threats

Anything that can harm your system or data (e.g., hackers, malware, natural disasters).
4. Vulnerabilities

Weaknesses in a system that can be exploited by threats (e.g., outdated software, weak passwords).
5. Risk

The chance that a threat will exploit a vulnerability and cause harm.

6. Exposure

The state of being at risk; how open your system is to threats.

7. Confidentiality

Making sure only authorized people can access data (e.g., encryption, access controls).
8. Integrity

Ensuring data is accurate and not changed without permission.
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9. Availability

Making sure systems and data are accessible when needed.

10. Identification

Recognizing a user or system (e.g., username or ID).

11. Authentication

Verifying that someone is who they claim to be (e.g., password, fingerprint, OTP).
12. Authorization

Giving permission to access specific resources (e.g., a user can read but not edit a file).
13. Accountability

Tracking user actions to ensure responsibility and traceability.

14. Non-repudiation

Ensuring a person cannot deny their actions (e.g., digital signatures to prove who sent a message).

5 Security concerns
1. Secure data transfer
2. Secure programs interfaces
3. Secure retained data
4. User access to control

5. Data separation

6 Cloud Computing Risks

Risk #1 — Economic Objectives May Not Be Met

Cloud solutions may fail to deliver expected financial benefits.
To reduce this risk, businesses should:

e Analyse short-term and long-term ROI (Return on Investment).
e Focus on utilization, speed, scale, and quality when evaluating cost-effectiveness.

e Ensure that cloud adoption truly saves money and provides value over time.

Risk #2 — Misfit with Organizational Culture

A cloud solution may not work well within the company’s structure or culture.
To manage this risk:
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e Define a clear vision and roadmap for using cloud services.

e Get top-level management support and coordinate with stakeholders.

e Ensure all departments align with the plan to avoid scattered or conflicting usage (called

"islands of demand").

Risk #3 — Difficulty in Integration

Integrating cloud services with existing systems may be challenging.
This can lead to:

e High interface modification costs
¢ Need for skilled professionals

e Difficulty in adjusting older systems
To address this, assess compatibility and plan for integration from the start.

Risk #4 — Recovery from Catastrophic Events

Unexpected events (like data breaches or disasters) may disrupt services.
To manage this:

e Identify potential threats and evaluate their impact.
e Prepare for unplanned failures with proper backup and disaster recovery plans.

e Ensure business continuity even if cloud services go down.

Risk #5 — Low System Value

The solution may not satisfy users’ needs or expectations.
To handle this:

e Evaluate the true value of the cloud system just like any in-house solution.
e Consider the performance history and reputation of cloud providers.

e Ensure the service meets both functional and user requirements.

Risk #6 — Lack of Service Orientation (SOA)

If the enterprise lacks a Service-Oriented Architecture, it may struggle to adopt cloud.
Problems include:

e Difficulty moving from traditional systems to agile cloud-based services

e Higher costs and failed transitions

To reduce this risk, assess how well your current setup can adapt to cloud models before

migrating.
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principles of cloud security

1. Confidentiality
Only authorized users should be able to access data.
e Use encryption, access controls, and secure authentication.

e Protect sensitive data from unauthorized users or hackers.

2. Integrity
Data should not be changed or tampered with without permission.
e Use hashing, checksums, and audit logs.

e Ensure that the data received is the same as what was sent.

3. Availability
Cloud services and data must be accessible when needed.
e Use redundancy, backups, and disaster recovery plans.

e Prevent downtime or service interruptions.

4. Authentication
Confirm the identity of users accessing the cloud.
e Use passwords, biometrics, or multi-factor authentication (MFA).

e Ensure that only verified users get access.

5. Authorization
Once a user is authenticated, control what they can access.
e Use role-based access control (RBAC).

e Prevent users from accessing data they don’t need.

6. Accountability
Track who did what and when in the cloud environment.
e Use logs, monitoring, and audit trails.

e Helps in detecting misuse and responding to incidents.
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7. Non-repudiation

Users should not be able to deny their actions.

Use digital signatures and secure logging.

Ensures proof of data access, sending, or changes.

8. Risk Management

Identify and reduce security risks.

Regular risk assessments, vulnerability scans, and security audits.

Helps in planning how to handle threats and weaknesses.

9. Data Security and Privacy

Protect personal and sensitive data as per laws and policies.

Follow data protection regulations (like GDPR).

Make sure data is handled safely, especially across countries.

Risk Management — Overview

Definition: Process of identifying, assessing, and minimizing risks to reduce negative impact
on business.

Purpose: Prevent or limit losses from unexpected events like disasters, legal issues, system
failures, etc.

@& Ssteps in Risk Management

1.

2.

Identify Risks — Find possible threats (natural, technical, legal, etc.)
Analyze & Prioritize — Assess their impact and likelihood.
Plan Response — Design strategies to minimize or eliminate effects.

Monitor & Review — Continuously track risk status and update plans.

[0) Types of Common Risks

Natural: Earthquakes, tornadoes, fires, etc.

Legal: Fraud, theft, harassment lawsuits
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e Business: Task failures, loan defaults, data breaches

e Operational: Poor security/storage practices

Risk Management in Cloud Computing
e Major Cloud Providers: Google, Microsoft, IBM offer cost-saving benefits.

Concerns:

o 45% of IT pros feel risks outweigh benefits.

o Only 10% trust cloud for critical apps.

ISACA Insight: Cloud is growing but not always the first choice.

Recommendation: Use cloud in low/medium-risk areas first.

Tip: Choose cloud providers carefully; may require expert consultants.

Enterprise-Wide Risk Management
e Definition of Risk: Possibility of loss or damage due to various exposures.
¢ Why Important?

o Boosts market position

o Builds investor trust

o Helps maintain profitability

« Role of Risk Manager
e Responsibilities:
o Handle both insurable and non-insurable risks
o Avoid pure risks (those that result only in loss, not gain)
o Use insurance as one of many tools
o Study threats like:
* Natural disasters
= Theft, fraud, vandalism

* Internal system flaws or employee issues

Key Takeaways

e Risk management is essential for every business and IT system.
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e Cloud computing brings new kinds of risks, so careful planning is needed.

e A well-designed risk strategy leads to cost savings, efficiency, and trust.

Risk management and Security

Risk Management in Cloud Computing refers to the process of identifying, analyzing, and minimizing
the risks associated with storing and managing data and applications in the cloud. It ensures that
threats such as data breaches, service outages, or unauthorized access do not harm the business or
users.

The steps in cloud risk management include:
1. Identifying possible risks.
2. Analyzing their impact and likelihood.
3. Planning strategies to reduce or avoid those risks.
4. Monitoring risks continuously.
5. Updating the risk management plan as needed.

Security in Cloud Computing involves implementing controls and technologies to protect cloud data,
applications, and infrastructure. The main goals are:

e Confidentiality — Ensuring only authorized users can access data.

e Integrity — Making sure data is not changed or tampered with.

e Availability — Ensuring services are accessible whenever needed.
Common cloud security measures include:

e Data encryption for protection.

e Strong authentication methods like passwords and multi-factor authentication (MFA).

e Authorization to control user permissions.

e Use of firewalls, monitoring tools, and audits to detect threats.
Common risks in cloud computing are:

e Data breaches

e Service downtime

e Insecure APIs

e Compliance issues

e Loss of control over cloud resources

To manage these risks effectively, it is important to:
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Choose reliable cloud service providers.

Use Service Level Agreements (SLAs) to set clear expectations.
Implement backup and disaster recovery plans.

Conduct regular security tests.

Train employees in cloud security awareness.

In conclusion, risk management and security are essential for protecting cloud-based systems and
ensuring they are reliable, safe, and compliant with standards.

6 risk management Steps

Risk Identification

Find and list all possible risks that could affect the project or business.

Risk Analysis

Understand the nature of each risk, its likelihood, and potential impact.

Risk Prioritization

Rank risks based on how serious and likely they are, to focus on the most important ones.
Risk Treatment (Mitigation)

Decide how to handle each risk — avoid it, reduce it, transfer it (e.g., insurance), or accept it.
Risk Monitoring and Review

Continuously watch risks and the effectiveness of your risk responses; update as needed.
Communication and Reporting

Share risk information with stakeholders to keep everyone informed and involved.

(i) determination of objectives,

(ii) identification of the risks,

(iii) evaluation of the risks,

(iv) consideration of alternatives and selection of risk
treatment,

(v) implement of the decision and

(vi) evaluation and review.

According to wahul mams ppt

Enterprise RiSk Management (ERM) is the way companies handle risks and

opportunities that could affect their goals.

It’s like a plan or system that helps businesses spot important events or things that might
help or harm them.

ERM looks at these risks and chances carefully — how likely they are and how big their effect
might be.
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e Then, it finds the best ways to deal with them, and keeps checking to make sure everything is
going as planned.

e By doing this, companies can protect themselves from problems and also find new chances
to grow.

e This benefits everyone involved with the company — owners, employees, customers,
regulators, and society as a whole.

Types of risks in CC

1. Misuse and lllicit Use of Cloud Computing

e This happens when cloud services are used for illegal activities like hacking, spamming, or
launching attacks.

e  Attackers can exploit cloud resources to hide their identity and carry out cybercrimes.

e Misuse can also involve employees or users using cloud services in unauthorized or harmful
ways.

e To prevent this, strict access controls and monitoring are needed to detect and stop misuse
early.

2. Insecure Interfaces and APIs

e Cloud services are accessed through APIs (Application Programming Interfaces) and user
interfaces.

e If these are poorly designed or lack security, attackers can exploit vulnerabilities to gain
access.

e Risks include data theft, unauthorized changes, and service disruptions.

e Strong authentication, encryption, and regular testing of APIs help keep them secure.

3. Vicious Insiders

e Insiders refer to employees or contractors who have authorized access but misuse it
intentionally.

e They may steal sensitive data, damage systems, or leak confidential information.
e This risk is serious because insiders already have access privileges.

e Mitigation includes strict user monitoring, background checks, and enforcing least privilege
access.

4. Issues Related to Technology Sharing
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Cloud environments are often shared by multiple users or companies on the same hardware
(multi-tenancy).

Poor isolation can allow one user to access or affect another’s data or services.

This can lead to data leaks or performance issues.

Providers must ensure strong virtualization security and resource isolation.

5. Data Loss or Leakage

e Data stored in the cloud can be lost due to hardware failure, accidental deletion, or
cyberattacks.

e Leakage means sensitive data is exposed to unauthorized users.
e Both lead to loss of trust, legal problems, and financial damage.

e Regular backups, encryption, and strict access controls help prevent data loss and leakage.

6. Hijacking (Account/Service)

e Hijacking occurs when attackers steal user credentials or exploit vulnerabilities to take over
cloud accounts or services.

e They can misuse resources, steal data, or disrupt services.
e Common methods include phishing, weak passwords, and malware.

e Preventive measures include strong authentication, monitoring, and incident response plans.

7. Unknown Risk Profile
e Cloud users often lack full visibility into the cloud provider’s infrastructure and security.
e This makes it hard to understand all the risks involved (unknown risks).
e New or hidden vulnerabilities can cause unexpected problems.

e Users should demand transparency, audit reports, and clear security policies from providers.

Security risk

Internal Security Risks in Cloud Computing
1. Malicious Insiders:
o Employees or contractors who misuse authorized access to harm or steal data.
2. Data Breaches:

o Unauthorized access caused by weak security, misconfigurations, or insiders.
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3. Misconfiguration:
o Incorrect cloud setup creating vulnerabilities.
4. Insecure APIs:
o Poorly protected interfaces that attackers can exploit.
5. Account Hijacking:
o Stolen credentials used to access cloud accounts unlawfully.
6. Human Error:
o Mistakes in security protocols causing risks.
7. Lack of Visibility:
o Difficulty monitoring cloud resources increases risk of unnoticed breaches.
8. Shadow IT:
o Use of unauthorized cloud services by employees, creating security gaps.
9. Weak Identity and Access Management (IAM):
o Poor control over who can access what.
10. Data Loss:
o Data loss from failures, errors, or attacks.
11. Malware Injection:

o Malicious software placed in cloud environments.

External Security Risks in Cloud Computing
1. Cyberattacks:
o Hackers trying to exploit cloud infrastructure vulnerabilities.
2. Data Breaches:
o Unauthorized data access due to weak security.
3. Denial-of-Service (DoS) Attacks:
o Overloading cloud services to make them unavailable.
4. Insecure Interfaces:
o APIs or web portals vulnerable to attacks.
5. Account Hijacking:
o Theft of user credentials for unauthorized access.

6. Phishing:
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o Deceptive tactics to steal sensitive user information.
7. Ransomware:
o Malware encrypting data and demanding ransom.
8. Shared Infrastructure Vulnerabilities:
o Flaws in shared cloud hardware affecting many customers.
9. Data Leakage:
o Exposure of sensitive data through security gaps.
10. Compliance Issues:

o Failing to meet legal or industry standards leading to risks.

Data Security Levels in Cloud
1. Level1:
o Encrypt data during transmission.
2. Level 2:
o Control access to data without encrypting content.
3. Level 3:
o Access control plus encryption of data content.
4. Level 4:

o Level 3 plus privileged management controls.

Authentication Mechanisms in Cloud
1. Single Sign-On (SSO):
o Simplifies user login across multiple apps.
2. Federated Authentication:

o Uses standard protocols like SAML for secure authentication between enterprise and
cloud.

3. Delegated Authentication:
o Connects cloud login to existing enterprise systems (e.g., LDAP or tokens).
o Includes:
» Password validation

= Token validation
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* Hybrid model (both password and token)

User Access Control in Cloud (Force.com Platform Example)
1. User Profiles:
o Control what users can access and do; field-level security adjusts data visibility.
2. Sharing Rules:

o Allow exceptions, letting users access records they don’t own based on criteria or
ownership.

Security issue stated by the Cloud Security Alliance
(CSA):

1. Data Breaches

o This happens when unauthorized users access sensitive information stored in the
cloud. It can lead to exposure of personal data, intellectual property, or confidential
business information, causing serious damage to privacy and reputation.

2. Dataloss

o Data stored in the cloud can be lost permanently due to accidental deletion,
hardware failure, or cyberattacks like ransomware. Without proper backups and
recovery plans, this loss can be devastating for businesses.

3. Account Hijacking

o Attackers steal login credentials (like passwords) to take control of cloud accounts.
Once inside, they can manipulate data, eavesdrop on communications, or launch
further attacks from the compromised accounts.

4. Insecure APIs and Interfaces

o Cloud services rely on APIs (Application Programming Interfaces) for communication.
If these APIs are weak or poorly secured, hackers can exploit them to access or
control cloud resources without authorization.

5. Denial of Service (DoS) Attacks

o Attackers flood cloud services with excessive requests, overwhelming resources so
legitimate users cannot access the services. This disrupts business operations and
can cause financial loss.

6. Malicious Insiders

o Trusted employees or contractors misuse their authorized access to steal, alter, or
destroy data. Insider threats are dangerous because these users already have
privileges within the cloud system.
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Shared Technology Vulnerabilities

o Cloud infrastructure is shared among many customers. Vulnerabilities in the shared
hardware, software, or networking components can allow attackers to cross
boundaries and access other tenants’ data.

Advanced Persistent Threats (APTs)

o These are sophisticated, targeted cyberattacks where attackers remain undetected
for long periods. Their goal is to quietly steal sensitive data or disrupt operations
over time.

Insufficient Due Diligence

o Organizations sometimes move to the cloud without fully understanding the risks
involved. Lack of proper assessment can lead to poor security decisions and expose
the company to avoidable threats.

Compliance and Legal Risks

o Cloud users must comply with laws and regulations about data protection, privacy,
and industry-specific rules. Using cloud services without ensuring compliance can
result in legal penalties and loss of customer trust.

Data Security in Cloud — its challenges, advantages,

and

disadvantages:

Challenges of Data Security in Cloud

1.

Data Breaches
Sensitive data can be accessed illegally due to vulnerabilities or hacking.

Data Loss
Risk of losing data due to accidental deletion, system failures, or attacks.

Insider Threats
Employees or contractors with access might misuse or leak data.

Compliance Issues
Meeting legal and regulatory requirements for data protection can be complex.

Shared Resources
Multi-tenant cloud environments increase risk of cross-tenant data exposure.

Lack of Control
Organizations have limited control over cloud infrastructure and security measures.
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Advantages of Data Security in Cloud

1. Advanced Security Tools
Cloud providers often have strong security technologies like encryption and intrusion
detection.

2. Automatic Updates and Patches
Cloud providers regularly update their systems to fix security vulnerabilities.

3. Scalability
Security can scale easily as data and users grow without needing extra hardware.

4. Disaster Recovery
Cloud offers robust backup and recovery solutions, reducing data loss risks.

5. Access Control
Strong authentication and authorization mechanisms help control who accesses data.

Disadvantages of Data Security in Cloud

1. Dependence on Provider
Security depends heavily on the cloud provider’s measures and policies.

2. Data Privacy Concerns
Storing data off-site raises worries about who can see or use the data.

3. Complex Compliance
Ensuring cloud services meet all industry-specific legal standards can be tough.

4. Potential Downtime
Security incidents or failures in the cloud can cause service interruptions.

5. Limited Visibility
Organizations may have less insight into how data is managed or protected.

Cloud Digital Persona

e Whatitis:
A digital persona is a virtual identity or profile that represents a user in cloud systems. It
includes information like usernames, passwords, roles, permissions, and behavior patterns.

e Purpose:
It helps cloud services recognize and authenticate users, control what they can access, and
personalize their experience.

e Example:
When you log into a cloud app like Google Drive or Office 365, your digital persona identifies
you and determines what files or features you can use.
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e Importance:
Managing digital personas securely ensures only authorized users can access sensitive cloud
resources, protecting against unauthorized access and fraud.

Data Security in Cloud Computing

e Whatitis:
Data security in the cloud means protecting data stored, processed, or transmitted via cloud
services from unauthorized access, loss, or corruption.

e Key aspects:
o Encryption: Data is encrypted both in transit and at rest.
o Access Control: Strict policies to ensure only authorized users can access data.

o Backup & Recovery: Regular backups and disaster recovery plans to prevent data
loss.

o Compliance: Following legal and regulatory standards for data protection.

¢ Why it matters:
Since data in the cloud is stored on remote servers, protecting it against hacking, leaks, or
loss is critical to maintain privacy, trust, and business continuity.

Content Level Security (CLS)

What is CLS?

Content Level Security (CLS) is a way to protect and control access to data and content within an
organization at a detailed level. Instead of managing security just at a broad institutional level, CLS
focuses on securing content according to user roles and permissions inside the organization.

Key Features of CLS:

¢ Unified Architecture:
CLS allows all four levels of security (like access control, encryption, etc.) to be managed
through one system. This avoids confusion and mistakes that happen when multiple security
models are used.

e Driven by Market Needs:
CLS was developed because organizations and customers demanded more precise and
flexible security that fits their complex environments.

e Organizational Control:
Instead of applying security broadly, CLS lets organizations control who can view, edit, or
delete data based on specific user roles.
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Better User Experience:

Users see only the content relevant to their roles. This reduces the need for running many
different applications on multiple servers and helps different departments within the same
institution work smoothly.

Scalable Solution:
CLS can work across many departments or agencies while allowing each group to maintain
centralized control over their data and operations.

Advantages of CLS:

Improved Usability:
Makes it easier for users to work with the content they need.

Increased Efficiency:
Reduces errors by controlling data access precisely.

Cost Reduction:
Lowers overhead costs because an unlimited number of users can be managed efficiently.

Additional Important Points:

Security, availability, and reliability are the top concerns for cloud users.
Cloud security benefits include:

o Data centralization: Easier to secure and manage data in one place.

o Incident response: Faster detection and handling of security issues.

o Forensic image verification: Helps in investigations.

o Logging: Keeps track of access and changes for accountability.
Cloud security challenges involve:

o Investigation difficulties

o Data segregation between customers

o Long-term data viability

o Compromised servers

o Regulatory compliance

o Datarecovery

Distinction between security, privacy, and trust:
Although related, these terms have different meanings and should be treated separately.
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Confidentiality, Integrity, and Availability(role in cc )-

commonly known as the CIA Triad—are the three core principles of data security. They play a crucial
role in protecting cloud data and services from threats and ensuring trust in cloud environments.

+ 1. Confidentiality
Goal: Keep data private and accessible only to authorized users.
In Cloud Computing:

e Ensures that sensitive information (like personal data, business secrets) is not exposed to
unauthorized individuals.

e Achieved through:
o Encryption (data at rest and in transit)
o Access controls (user authentication, role-based access)
o Secure APIs

Example:
A company’s payroll data stored on the cloud should only be visible to HR and not to general
employees.

2. Integrity
Goal: Ensure data is accurate, consistent, and not tampered with.
In Cloud Computing:
e Protects data from unauthorized modifications or corruption.
e Achieved through:
o Checksums and hash functions
o Digital signatures
o Version control and audit trails

Example:
When a document is uploaded to the cloud, integrity ensures it hasn’t been altered during transfer
or by a hacker.

3. Availability
Goal: Ensure data and services are accessible whenever needed.
In Cloud Computing:

e Prevents service outages or disruptions that affect user access.



SPPU-TE-COMP-CONTENT - KSKA Git

e Achieved through:
o Redundant systems and backups
o Load balancing
o Disaster recovery plans

Example:

If an e-commerce site is hosted on the cloud, it should remain available 24/7 even during high traffic
or technical failures.

Summary of CIA in Cloud:

Principle Purpose How it's Ensured in Cloud
Confidentiality Keep data secret Encryption, access control, authentication
Integrity Keep data accurate Hashing, audit trails, digital signatures

Availability Keep services running smoothly Backups, redundancy, load balancing

Together, CIA ensures that cloud computing remains secure, reliable, and trustworthy for users and
organizations. Let me know if you want this in diagram or slide format too!

Security Authorization Challenges in the Cloud refer to the

difficulties faced when ensuring only authorized users and services can access cloud-based
resources. These challenges arise due to the dynamic, shared, and distributed nature of cloud
environments.

Here’s a point-wise and clear explanation of key authorization challenges:

1. Multi-Tenancy Risks
e Cloud providers serve multiple clients (tenants) on shared infrastructure.
e Challenge: Preventing unauthorized access between tenants (data isolation).

e Risk: One tenant might accidentally or maliciously access another’s data if controls are weak.

E3 2. Dynamic Resource Provisioning
¢ Cloud resources (VMs, containers, apps) are frequently created, scaled, or destroyed.

e Challenge: Ensuring correct authorization policies are dynamically and consistently applied.
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e Risk: Temporary instances may be left open to unauthorized access if not secured instantly.

28 3. Complex Identity and Access Management (IAM)

Managing users, roles, and permissions across hybrid/multi-cloud environments is difficult.

Challenge: Defining granular and consistent permissions for thousands of users/services.

Risk: Misconfigurations can lead to over-privileged access (violating least privilege principle).

4, Lack of Centralized Control

Different cloud platforms may use different authorization models and tools.

Challenge: No single dashboard to enforce uniform security policies across platforms.

Risk: Inconsistencies in policies may lead to gaps or overlaps in authorization.

@& 5. Limited Visibility and Auditing

It's harder to track who accessed what and when in cloud systems.

Challenge: Real-time monitoring and logging are often inadequate or hard to configure.

Risk: Delayed detection of unauthorized access or policy violations.

) 6. Delegated Authorization

Many cloud apps rely on third-party integrations via APIs or OAuth tokens.

Challenge: Securely managing and revoking delegated permissions.

Risk: Access tokens can be misused if not properly controlled or expired.

+ 7. Insider Threats and Weak Authentication

Authorized users can intentionally or unintentionally misuse their access.

Challenge: Identifying and preventing malicious behavior from insiders.

Risk: Even with authorization, insiders can access sensitive data and cause harm.

. 8. Policy Misconfigurations
e Incorrect security group settings, open storage buckets, or broad IAM roles.
e Challenge: Writing and maintaining correct policies across various services.

e Risk: Misconfigurations are among the leading causes of cloud data breaches.
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To Mitigate These Challenges:
e Use Zero Trust Architecture: "Never trust, always verify."
e Implement Role-Based Access Control (RBAC) and Least Privilege Access.
e Enforce Multi-Factor Authentication (MFA).
e Use centralized IAM and policy auditing tools.

e Regularly review and test authorization policies.

Secure Cloud Software Requirements

Here’s a clear and concise point-wise explanation of Secure Cloud Software Requirements —
essential for ensuring cloud-based applications are developed and maintained with strong security in
mind:

1 1. Strong Authentication and Authorization
¢ Implement Multi-Factor Authentication (MFA).

Use Role-Based Access Control (RBAC) or Attribute-Based Access Control (ABAC).

Ensure least privilege access — users/services only get permissions they need.

17 2. Data Encryption

Encrypt data at rest (stored data) and in transit (during transmission).

Use secure protocols like TLS/SSL for communications.

Apply key management policies — preferably using cloud provider-managed KMS.

3. Secure APIs

All APIs should require authentication and use HTTPS.
e Implement rate limiting, input validation, and access tokens (e.g., OAuth).

Regularly test APIs for vulnerabilities (e.g., with tools like OWASP ZAP).

: 4. Secure Software Development Lifecycle (SSDLC)



SPPU-TE-COMP-CONTENT - KSKA Git

Integrate security testing at every phase: design, development, testing, deployment.

Use Static and Dynamic Application Security Testing (SAST/DAST).

Conduct regular code reviews and threat modeling.

/ 5. Patch Management

Ensure timely patching of OS, libraries, and frameworks.

Automate updates wherever possible.

Monitor for known vulnerabilities (CVEs).

@&, 6. Logging and Monitoring

Enable centralized logging (e.g., AWS CloudTrail, Azure Monitor).

Detect unauthorized access, changes, and suspicious behavior in real time.

Use Security Information and Event Management (SIEM) tools.

t 7. Secure Configuration

e Follow CIS Benchmarks or other secure configuration guides.

Disable unused services and ports.

Enforce network segmentation and firewall rules.

< 8. Data Backup and Recovery

e Implement regular automated backups.

Test data recovery plans frequently.

Store backups securely with encryption and access controls.

Jo. Compliance with Standards

Align with industry regulations: GDPR, HIPAA, I1SO 27001, PCI-DSS, etc.

Maintain audit trails and demonstrate compliance with security reports.

{ 10. User and Session Management

e Monitor user sessions for anomalies.
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e Enforce timeout policies, re-authentication, and account lockout on multiple failed
attempts.

Secure Cloud Software Testing

Secure Cloud Software Testing is the process of evaluating cloud-based applications to ensure they
are free from security vulnerabilities and can resist attacks. It focuses on identifying flaws in
authentication, data handling, access control, and overall system behavior when deployed in a cloud
environment.

@&, Brief Explanation (Point-wise):
1. Purpose:

o To ensure cloud applications are secure, reliable, and compliant with standards
before and after deployment.

o To detect and fix vulnerabilities that could be exploited by attackers.

2. Key Areas of Focus:

o Data Security: Ensuring encryption (at rest and in transit), proper data isolation, and
no data leakage.

o Authentication & Authorization: Testing login systems, session management, and
permission levels.

o APIs and Interfaces: Checking for weak or exposed APIs, input validation, and
misuse.

o Network Security: Verifying firewalls, ports, protocols, and intrusion prevention.

o Configuration Checks: Scanning for misconfigured services or default credentials.

3. Types of Secure Testing in Cloud:
o Static Application Security Testing (SAST): Analyzes source code for vulnerabilities.

o Dynamic Application Security Testing (DAST): Tests a running application to find
flaws during execution.

o Penetration Testing: Ethical hacking to simulate real-world attacks.

o Vulnerability Scanning: Using tools to find known weaknesses (e.g., outdated
libraries, open ports).



SPPU-TE-COMP-CONTENT - KSKA Git

4. Benefits:
o Prevents data breaches and financial loss.
o Ensures compliance with standards like GDPR, HIPAA, or ISO.

o Builds trust among users and stakeholders.

5. Challenges:
o Dynamic cloud environments (scaling, autoscaling) can make testing harder.

o Testing must cover multi-tenant risks, shared responsibility model, and third-party
services.

Type of testing in cloud computing

Types of Testing in Cloud Computing
1. 1. Functional Testing
o What: Checks whether the cloud application works as expected.
o Focus: Input/output, user interface, APIs, business logic.

o Example: Does the login page validate correct and incorrect credentials?

2. 2. Performance Testing
o What: Evaluates how the cloud system performs under load.
o Types:
* Load Testing — Tests system under expected user load.
= Stress Testing — Tests under extreme conditions.
= Scalability Testing — Tests if the system scales up/down smoothly.

o Example: How many users can access the app at the same time without it slowing
down?

3. 3. Security Testing

o What: Ensures that data and resources in the cloud are secure.
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o Checks: Data encryption, user roles, authentication, access controls, firewalls.

o Example: Can unauthorized users access sensitive data?

4. 4. Compatibility Testing
o What: Checks if the app runs properly on different devices, browsers, or OS.

o Example: Does your cloud app work on Windows, Linux, iOS, Android?

5. 5. Disaster Recovery Testing
o What: Verifies the cloud system can recover from crashes or disasters.
o Checks: Backup recovery, failover, uptime.

o Example: If a server fails, does the system shift to another server automatically?

6. 6. Multi-Tenancy Testing
o What: Ensures that data is properly separated among users in a shared cloud.

o Example: One company's data shouldn’t be visible to another in a Saa$S app.

N

7. Integration Testing

o What: Checks how well cloud services work together with other services (e.g., APls,
databases).

o Example: Does the payment gateway integrate correctly with the shopping cart?

8. 8. System Testing
o What: Verifies the whole cloud application functions as a complete system.

o Example: All modules—login, dashboard, payment—work together smoothly.

©

9. Regression Testing
o What: Ensures that recent updates haven’t broken existing features.

o Example: After adding a new feature, does the old login feature still work?

10. 10. Usability Testing

e What: Tests user-friendliness and interface design.
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Example: Is the dashboard layout clear and easy to use for non-technical users?

server-side encryption and client-side encryption.

Working of Encryption in Cloud Computing

Encryption is the process of converting data into a coded form to prevent unauthorized access. In
cloud computing, encryption protects data at rest (stored data) and in transit (data moving across
networks).

Data is encrypted using algorithms and encryption keys.

When encrypted data is stored or transmitted, only someone with the correct decryption
key can access the original data.

Encryption ensures confidentiality by making data unreadable to unauthorized users.

Server-Side Encryption (SSE)

Encryption happens on the cloud provider’s servers.

When you upload data, the cloud provider automatically encrypts it before storing.
When you download data, the provider decrypts it before sending it to you.

The cloud provider manages the encryption keys or offers key management services.

Example: Amazon S3 server-side encryption.

Client-Side Encryption (CSE)

Encryption happens on the client side, before data is uploaded to the cloud.

Data is encrypted locally by the user, then the encrypted data is sent to the cloud.

The cloud stores only encrypted data and does not have access to the encryption keys.
Decryption also happens locally by the client after downloading the encrypted data.

Provides more control over data security but requires careful key management by the user.

Comparison: Server-Side vs Client-Side Encryption
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Feature

Where encryption
happens

Who manages keys

Data visibility to
provider

Ease of use

Security control

Performance impact

Use case

Server-Side Encryption (SSE)

On cloud provider’s servers

Cloud provider or user (depending on
option)

Provider can access data before
encryption/decryption

Easier, automatic encryption by provider

Less control, relies on provider’s security

Minimal for client, handled by provider

General use when trusting provider

Client-Side Encryption (CSE)

On the client device before
upload

User fully manages encryption
keys

Provider only sees encrypted
data, no key access

More complex; user handles
encryption and keys

More control, but risk if user loses
keys

Client may experience higher
overhead

Highly sensitive data requiring
maximum privacy



