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Tittle: To demonstrate error correction and detection using CRC or Hamming
Code

Objectives : To implement error detection and correction techniques

Problem Statement: Write a program for error detection and correction for 7/8 bits
ASCII codes using Hamming Codes or CRC.

Outcome : Demonstrate Hamming Codes or CRC with example.
Software Requirements :Jdk

Hardware Requirements :Open source linux operating system.

THEORY:
Cyclic Redundancy Check: CRC
* Given a k-bit frame or message, the transmitter generates an n-bit sequence,
known as aframe check sequence (FCS),so that the resulting frame,
consisting of (k+n) bits, is exactly divisible by some predeterminednumber.
* The receiver then divides the incoming frame by the same number and, if
thereisnoremainder,assumesthattherewasnoerror.




Example:

[original message] Generator potynomial If CRC generator is of n
1010000 Q f“*'] : bit then append (n-1)
A (TLxSHOU O+ 1) % zeros in the end of
[® means X-OR CRC generator original message
1001 4-bit
.
-
1001[1010000000 1001[1010000011
@1001 @1001
0011 000000 0011 000011
@1001 a1001
101 0000 01010011 «m Receiver
@1001 @1001
0011000 0011011
@1001 &1001
01010 01001
@1001 @1001
o0 1 I D0OO0O

Message to be tr z}nﬁﬁlittﬂ-d\\ Fero means data is

1010000000 accepted
+ 011
1010000011

Hamming code

* Hamming codes are a family oflinear error-correcting codesthat generalize
theHamming(7.4)-code

* Invented byRichard Hammingin1950

Hamming codes can detect up to two-bit errors or correct one-bit errors without
detection of uncorrected errors.

General algorithm

» The following general algorithm generates a single-error correcting (SEC)
code for any number ofbits.

* Number the bits starting from 1: bit 1, 2, 3, 4, 5,etc
¢ Write the bit numbers in binary: 1, 10, 11, 100, 101,ec

» All bit positions that are powers of two (have only one 1 bit in the binary
form of their position) are parity bits: 1, 2, 4, 8, etc. (1, 10, 100,1000)

* All other bit positions,with two or more 1 bits in the binary form of their
position, are data bits.

* Each data bitis included in a unique set of 2 or more parity bits,as
determined by the binary form of its bit position. Each data bit is
included in a unique set of 2 or more parity bits, as determined by the
binary form of its bit position.

» Parity bit 1 covers all bit positions which have the least significant bit
set: bit 1 (the parity bit itself), 3, 5, 7, 9, etc.



Parity bit 2 covers all bit positions which have the second least
significant bit set: bit 2 (the parity bit itself), 3, 6, 7, 10, 11, etc.

Parity bit 4 covers all bit positions which have the third least significant
bit set: bits 4—7, 12—15, 20-23, etc.

Parity bit 8 covers all bit positions which have the fourth least
significant bit set: bits 8-15, 24-31, 4047, etc.

In general each parity bit covers all bits where the bitwise AND of the
parity position and the bit position is non-zero.

Each data bit is included in a unique set of 2 or more parity bits, as
determined by the binary form of its bit position.

Parity bit 1 covers all bit positions which have the least significant bit
set: bit 1 (the parity bit itself), 3, 5, 7, 9, etc.

Parity bit 2 covers all bit positions which have the second least
significant bit set: bit 2 (the parity bit itself), 3, 6, 7, 10, 11, etc.

Parity bit 4 covers all bit positions which have the third least significant
bit set: bits 4—7, 12—15, 20-23, etc.

Parity bit 8 covers all bit positions which have the fourth least
significant bit set: bits 8-15, 24-31, 4047, etc.

In general each parity bit covers all bits where the bitwise AND of the
parity position and the bit position is non-zero.
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Conclusion:

Hence we have implemented Erroro Detection and correction method.
Questions

1)What is CRC? Explain CRC generator and checker with example.

2)What is hamming code? Generate hamming code for 7/8 bit data
word.

3) Explain checksum in detail





