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Tittle: To demonstrate subnetting and find subnet mask.

Objectives : To understand subnetting concepts and also find subnet mask of
network.

Problem Statement: Write a program to demonstrate subnetting and find subnet
mask.

Outcome : Demonstrate subnetting concepts with examples.
Software Requirements :Jdk and python

Hardware Requirements :Open source linux operating system.
THEORY:

What is IP address?

An Internet Protocol address (IP address) is a numerical label assigned to each
device (e.g., computer, printer) participating in a computer network that uses the
Internet Protocol for communication. An IP address serves two principal functions:
host or network interface identification and location addressing. IP address is a 32
bit number. It is universally unique




- 32 Bits -

Range of host

Class addresses
1.0.0.0 to
A |0 Network Host 127.255.255.255
B |10 Network Host 13?'250502?5 255
192.0.0.0to
c | 110 Network Host 223.255.255.255
) 224.0.00to
D 1110 Multicast address 239.255.255.255
E 1111 Reserved for future use 222:2505'925505_255

What is subnet?

A sub network, or subnet, is a logical, visible subdivision of an IP network. The
practice of dividing a network into two or more networks is called sub netting.
Computers that belong to a subenet are addressed with a common identical, most-
significant bit-group in their IP . This results in the logical division of an IP address
into two fields, a network or routing prefix and the rest field or host identifier. The
rest field is an identifier for a specific host or network interface.

For the purpose of network management, an IP address is divided into two logical
parts, the network prefix and the host identifier or rest field. All hosts on a sub
network have the same network prefix. This routing prefix occupies the most-
significant bits of the address. The number of bits allocated within a network to the
internal routing prefix may vary between subnets, depending on the network
architecture. While in IPv6 the prefix must consist of a set of contiguous 1-bits, in
IPv4 this is not enforced, though there is no advantage to using non-contiguous 1-
bits. The host part is a unique local identification and is either a host number on the

local network or an interface identifier.

What is subnet masking?

An IP address has two components, the network address and the host address. A
subnet mask separates the IP address into the network and host addresses
(<network><host>). Subnetting further divides the host part of an IP address into a
subnet and host address (<network><subnet><host>) if additional sub network is

needed. It is called a subnet mask because it is used to identify network address of



an IP address by performing a bitwise AND operation on the net mask.

A Subnet mask is a 32-bit number that masks an IP address, and divides the IP
address into network address and host address. Subnet Mask is made by setting
network bits to all "1"s and setting host bits to all "0"s. Within a given network, two
host addresses are reserved for special purpose, and cannot be assigned to hosts.
The "0" address is assigned a network address and "255" is assigned to a broadcast
address, and they cannot be assigned to hosts.

A mask used to determine what subnet an IP address belongs to. An IP address has
two components, the network address and the host address.

For example

consider the IP address 150.215.017.009. Assuming this is part of a Class B
network, the first two numbers (150.215) represent the Class B network address, and
the second two numbers (017.009) identify a particular host on this network.

Subnetting an IP network is to separate a big network into smaller multiple networks
for reorganization and security purposes. All nodes (hosts) in a sub network see all
packets transmitted by any node in a network. Performance of a network is
adversely affected under heavy traffic load due to collisions and retransmissions.

Applying a subnet mask to an IP address separates network address from host
address. The network bits are represented by the 1's in the mask, and the host bits
are represented by 0's. Performing a bitwise logical AND operation on the IP address
with the subnet mask produces the network address.

Conclusion: Thus we have implemented subnetting program .

Questions

1.Explain diffrence between IP v4 and IP v6.

2.Explain Header of IP v4 with diagram.

3.Explain clasees of IP adressses.



