Assignment-C12 (TCP traffic capture) - Output

# Output

Capturing from enp1s0 (tcp and host instagram.
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433493294 -16.9, -248.237.174 66 45814 — 443 [ACK] Seq=1 Ack=1 Wim
45 0.439962928 172.16.8.77 157.248.237.174 TLSv1.3 583 Client Hello
46 B.444596842 157.248.237.174 172.16.8.77 TCP 66 443 - 45814 [ACK] Seq=1 Ack=518B Win=B881792 Len=@ TSval=4083684441 TSecr=254824445
47 8.4470086084 157.248.237.174 172.16.8.77 TLSv1.3 3571 Server Hello, Change Cipher Spec, Application Data, Application Data, Application
48 ©.447943563 172.16.8.77 157.248.237.174 TCP 66 45814 - 443 [ACK] Seq=518 Ack=3506 Win=62976 Len=8 TSval=254824453 TSecr=48036844
49 8.516131879 172.16.8.77 157.248.237.174 TLSv1.3 138 Change Cipher Spec, Application Data
58 8.516758478 172.16.8.77 157.248.237.174 TLSv1.3 2532 Application Data
51 B.521072499 157.248.237.174 172.16.9.77 TLSv1. 3 242 Application Data
52 0.521134255 172.16.9.77 157.2468.237.174 TP 66 45814 ~ 443 [ACK] Seq=768 Ack=3682 Win=64128 Len=0 TSval=254824527 TSecr=40036845.
53 9.521130096 157.240.237.174 172.16.9:77 TLSv1.3 148 Application Data
54 08.521140426 172.16.8.77 157.248.237.174 TCP 66 45814 - 443 [ACK] Seq=769 Ack=3756 Win=64128 Len=8 TSval=254824527 TSecr=40036845.
55 8.521181388 157.248.237,174 172.16.8.77 TLSv1.3 114 Application Data
521155187 172.16.8.77 157.248.237.174 TCR 66 45814 — 443 [ACK] Seq=7680 Ack=3884 Win=64128 Len=8 TSval=254824527 TSecr=48836845..
5! 8 -248.237 Data

-B97335849 AF2: 5 7 66 53636 - 88 [FIN, ACK] Seq 548299683 TSecr=1901139144
-898669883 157.248.237 = 66 B - 53636 [ACK] Seg=1 Ac Win=801792 Len=0 TSval=1961139134 TSecr=254829983
-983502180 157.248.237 = 66 B9 - 53636 [FIN, ACK] Se Ack=2 Win=881792 Len=0 TSval=1901145841 TSecr=2548299.
-983542232 172.16.8.77 . : 66 53636 ~ B8 [ACK] Seg=2 Ack=2 Win=64256 Len=0 TSval=254829969 TSecr=1901145041

» Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @

» Ethernet IT, Src: Liteon 5d:19:5a (6c:4b:98:5d:19:5a), Dst: Fortinet 98:61:8e (84:d5:90:98:61:8e)
» Internet Protocol Version 4, Sr 172.16.0.77, Dst: 157.240.237.174
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@ ¥ enp1s0: <live capture in progress> Packets: 78 - Displayed: 78 (100.0%) Profile: Default
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