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Title: Capture packets using Wireshark, write the exact packet capture filter expressions to

accomplish the following and save the output in file:

1.

Objectives:

Capture all TCP traffic to/from Facebook, during the time when you log in to
Your Facebook account.

Capture all HTTP traffic to/from Facebook, when you log in to your

account

Write a DISPLAY filter expression to count all TCP packets (captured under item
#1) that have the flags SYN, PSH, and RST set. Show the fraction of packets that
had each flag set.

Count how many TCP packets you received from / sent to Face book, and how
many of Each were also HTTP packets.

Capture packets using Wireshark, write the exact packet capture filter expressions to

accomplish the network traffic analysis.

Problem Statement:

Capture packets using Wireshark, write the exact packet capture filter expressions to

accomplish the following and save the output in file:

1.

Capture all TCP traffic to/from Facebook, during the time when you log in to
Your Facebook account.

Capture all HTTP traffic to/from Facebook, when you log in to your

account



3. Write a DISPLAY filter expression to count all TCP packets (captured under item
#1) that have the flags SYN, PSH, and RST set. Show the fraction of packets that
had each flag set.

4. Count how many TCP packets you received from / sent to Face book, and how
many of Each were also HTTP packets.

Outcomes:

Analysis of network traffic using Wireshark.

Tools Required:
Hardwar: Computer Systems, Network Infrastructure.

Software: Wireshark.

Theory:

What is Wireshark?

Wireshark is an open-source packet analyzer, which is used for education, analysis, software
development, communication protocol development, and network troubleshooting.

It is used to track the packets so that each one is filtered to meet our specific needs. It is commonly called
as a sniffer, network protocol analyzer, and network analyzer. It is also used by network security
engineers to examine security problems.

Wireshark is a free to use application which is used to apprehend the data back and forth. It is often called
as a free packet sniffer computer application. It puts the network card into an unselective mode, i.e., to
accept all the packets which it receives.

Uses of Wireshark:
1. Ttis used by network security engineers to examine security problems.
2. It allows the users to watch all the traffic being passed over the network.
3. Itis used by network engineers to troubleshoot network issues.
4. Tt also helps to troubleshoot latency issues and malicious activities on your network.



5. It can also analyze dropped packets.

6. It helps us to know how all the devices like laptop, mobile phones, desktop, switch,

routers, etc., communicate in a local network or the rest of the world.
What is a packet?

A packet is a unit of data which is transmitted over a network between the origin and the destination.
Network packets are small, i.e., maximum 1.5 Kilobytes for Ethernet packets and 64 Kilobytes for IP
packets. The data packets in the Wireshark can be viewed online and can be analyzed offline.

Basic concepts of the Network Traffic

IP Addresses: It was designed for the devices to communicate with each other on a local
network or over the Internet. It is used for host or network interface identification. It provides the
location of the host and capacity of establishing the path to the host in that network. Internet
Protocol is the set of predefined rules or terms under which the communication should be
conducted. The types of IP addresses are IPv4 and IPv6.

o IPv4 is a 32-bit address in which each group represents 8 bits ranging from 0 to 255.

o IPv6isa 128-bit address.

IP addresses are assigned to the host either dynamically or static IP address. Most of the private
users have dynamic IP address while business users or servers have a static I[P address. Dynamic
address changes whenever the device is connected to the Internet.

Computer Ports: The computer ports work in combination with the IP address directing all
outgoing and incoming packets to their proper places. There are well-known ports to work with
like FTP (File Transfer Protocol), which has port no. 21, etc. All the ports have the purpose of
directing all packets in the predefined direction.

Protocol: The Protocol is a set of predefined rules. They are considered as the standardized way
of communication. One of the most used protocol is TCP/IP. It stands for Transmission
Control Protocol/ Internet Protocol.

OSI model: OSI model stands for Open System Interconnect. OSI model has seven layers,
namely, Application layer, Presentation layer, Session layer, Transport layer, Network
layer, Data link layer, and the physical layer. OSI model gives a detail representation and
explanation of the transmission and reception of data through the layers. OSI model supports
both connectionless and connection-oriented communication mode over the network layer. The
OSI model was developed by ISO (International Standard Organization).



Example of filters used in Wireshark:

Filters

ip.addr
Example-
ip.addr==10.0.10.142

ip.src
ip.dst

protocol

Example-

dns

or  http

'Dns and http' is never used.

tcp.port
Example: tcp.port==443

4. udp.port

tcp.analysis.flags
example is shown in fig(5).

6.10)

For example, !(arp or dns or

icmp)

This is shown in fig (6).

Select any packet. Right-click
on it and select 'Follow' and

then

select'

TCP

Shown in fig. (7).

tcp
For

contains
example-

the
tcp

stream.'

filter
contains

Description

It is used to specify the IP address as the source or the
destination.

This example will filter based on this IP address as a
source and a destination.
If we want for a particular source or destination then,
It is used for the source filter.
It is used for the destination.

This command filters based on the protocol.
It requires the packet to be either dns protocol or http
protocol and will display the traffic based on this.
We would not use the command 'dns and http'
because it requires the packet to be both, dns as well
as http, which is impossible.

It sets filter based on the specific port number.
It will filter all the packets with this port number.

It is same as tcp.port. Instead, udp is used.

Wireshark can flag TCP problems. This command
will only display the issues that Wireshark identifies.
Example, packet loss, tcp segment not captured, etc.
are some of the problems.
It quickly identifies the problem and is widely used.

It is used to filter the list of protocols or applications,
in which we are not interested.
It will remove arp, dns, and icmp, and only the
remaining will be left or it clean the things that may
not be helpful.

It is used if you want to work on a single connection
on a TCP conversation. Anything related to the single
TCP connection will be displayed on the screen.

It is used to display the packets which contain such
words.



Facebook In this, Facebook word in any packet in this trace file
Or i.e., finding the devices, which are talking to
udp contains Facebook Facebook.
This command is useful if you are looking for a
username, word, etc.

http.request It will display all the http requests in the trace file.
For the responses or the You can see all the servers, the client is involved.
response code, you can type

http.response.code==200

tcp.flags.syn== This will display all the packets with the sync built-in
This is shown in fig (10). tcp header set to 1.
tcp.flags.reset This will show all the packets with tcp resets.
Questions:

1. Name different network packet analyser tools and explain the uses and
features of any one packet analyser tool in detail.

2. What is packet in computer network. Discuss different packet capturing
expressions in Wireshark.

3. Discuss TCP and HTTP Packet in detail.





