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Title: Configure RIP/OSPF/BGP using packet tracer wireshark.

Objectives: 

Configure RIP/OSPF/BGP using packet tracer.

Problem Statement: 

Use packet Tracer tool for configuration of 3 router network using one of the following

protocol RIP/OSPF/BGP.

Outcomes:

 Configuration of RIP/OSPF/BGP using packet tracer using wireshark.

Tools Required:

Hardwar: PC-2 

Software: Packet Tracer, wireshark.

Theory:

RIP Protocol :

The Routing Information Protocol (RIP) is one of the oldest distance-vector routing protocols
which employ the hop count as a routing metric. RIP prevents routing loops by implementing a limit on
the number of hops allowed in a path from source to destination. The maximum number of hops allowed
for RIP is 15, which limits the size of networks that RIP can support. A hop count of 16 is considered an
infinite  distance  and  the  route  is  considered  unreachable.  RIP  implements  the  split  horizon,  route
poisoning and holddown mechanisms to prevent incorrect routing information from being propagated.

Originally, each RIP router transmitted full updates every 30 seconds. In the early deployments, routing
tables were small  enough that  the traffic  was not  significant.  As networks grew in size,  however,  it
became evident there could be a massive traffic burst every 30 seconds, even if the routers had been
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initialized at random times. It was thought, as a result of random initialization, the routing updates would
spread out in time, but this was not true in practice. Sally Floyd and Van Jacobson showed in 1994 that,
without slight randomization of the update timer, the timers synchronized over time.

In most networking environments, RIP is not the preferred choice for routing as its time to converge and
scalability are poor compared to EIGRP, OSPF, or IS-IS. However, it is easy to configure, because RIP
does not require any parameters unlike other protocols.

RIP uses the User Datagram Protocol (UDP) as its transport protocol, and is assigned the reserved port
number 520

RIP version 1 :

The original specification of RIP, defined in RFC 1058,was published in 1988 and uses classful routing.
The periodic routing updates do not carry subnet information, lacking support for variable length subnet
masks (VLSM). This limitation makes it impossible to have different-sized subnets inside of the same
network class. In other words, all subnets in a network class must have the same size. There is also no
support for router authentication, making RIP vulnerable to various attacks.

RIP version 2 :

Due to the deficiencies of the original RIP specification, RIP version 2 (RIPv2) was developed in 1993[4]
and last standardized in 1998. It included the ability to carry subnet information, thus supporting Classless
Inter-Domain Routing (CIDR). To maintain backward compatibility, the hop count limit of 15 remained.
RIPv2 has facilities to fully interoperate with the earlier specification if all Must Be Zero protocol fields
in the RIPv1 messages are properly specified. In addition, a  compatibility switch feature allows fine-
grained interoperability adjustments.

In an effort to avoid unnecessary load on hosts that do not participate in routing, RIPv2 multicasts the
entire routing table to all  adjacent  routers at  the address 224.0.0.9,  as opposed to RIPv1 which uses
broadcast. Unicast addressing is still allowed for special applications.

(MD5) authentication for RIP was introduced in 1997.

RIPv2 is Internet Standard STD56 (which is RFC 2453).

Route  tags were also added in RIP version 2.  This  functionality allows a  distinction between routes
learned from the RIP protocol and routes learned from other protocols.

OSPF Protocol :

Open Shortest Path First (OSPF) is a routing protocol for Internet Protocol (IP) networks. It
uses a link state routing (LSR) algorithm and falls into the group of interior gateway protocols
(IGPs), operating within a single autonomous system (AS). It is defined as OSPF Version 2 in
RFC 2328 (1998) for IPv4.The updates for IPv6 are specified as OSPF Version 3 in RFC 5340
(2008).



OSPF  is  perhaps  the  most  widely  used  IGP  in  large  enterprise  networks.  Intermediate  System  to
Intermediate  System (IS-IS),  another  link-state  dynamic  routing  protocol,  is  more  common in  large
service provider networks.

OSPF is  an interior  gateway protocol  (IGP) for  routing Internet  Protocol  (IP)  packets  solely
within a single routing domain, such as an autonomous system. It gathers link state information
from available routers and constructs a topology map of the network. The topology is presented
as a routing table to the Internet layer which routes packets based solely on their destination IP
address. OSPF supports Internet Protocol Version 4 (IPv4) and Internet Protocol Version 6 (IPv6)
networks and supports the Classless Inter-Domain Routing (CIDR) addressing model.

OSPF detects changes in the topology, such as link failures, and converges on a new loop-free routing
structure  within seconds.  It  computes  the  shortest-path tree  for  each route  using a  method based on
Dijkstra's  algorithm.  The  OSPF routing  policies  for  constructing  a  route  table  are  governed by  link
metrics associated with each routing interface. Cost factors may be the distance of a router (round-trip
time), data throughput of a link, or link availability and reliability, expressed as simple unitless numbers.
This provides a dynamic process of traffic load balancing between routes of equal cost.

Protocol messages :

Unlike other  routing protocols,  OSPF does not  carry data  via a  transport  protocol,  such as the User
Datagram  Protocol  (UDP)  or  the  Transmission  Control  Protocol  (TCP).  Instead,  OSPF  forms  IP
datagrams directly, packaging them using protocol number 89 for the IP Protocol field. OSPF defines five
different message types, for various types of communication:

Hello 

Hello messages are used as a form of greeting, to allow a router to discover other adjacent routers on its
local  links  and  networks.  The  messages  establish  relationships  between  neighboring  devices  (called
adjacencies) and communicate key parameters about how OSPF is to be used in the autonomous system
or area. During normal operation, routers send hello messages to their neighbors at regular intervals (the
hello interval); if a router stops receiving hello messages from a neighbor, after a set period (the  dead
interval) the router will assume the neighbor has gone down. 

Database Description 

Database Description messages contain descriptions of the topology of the autonomous system or area.
They convey the contents of the link-state database (LSDB) for the area from one router to another.
Communicating a large LSDB may require several messages to be sent by having the sending device
designated as a master device and sending messages in sequence, with the slave (recipient of the LSDB
information) responding with acknowledgements. 

Link State Request 

These messages are used by one router to request updated information about a portion of the LSDB from
another router.  The message specifies the link(s) for which the requesting device wants more current
information. 



Link State Update 

These messages contain updated information about the state of certain links on the LSDB. They are sent
in response to a Link State Request message, and also broadcast or multicast by routers on a regular basis.
Their contents are used to update the information in the LSDBs of routers that receive them. 

Link State Acknowledgment 

These messages provide reliability to the link-state exchange process, by explicitly acknowledging receipt
of a Link State Update message. 

BGP Protocol :

"BGP" redirects here. For other uses, see BGP (disambiguation).

Border Gateway Protocol (BGP)  is  a  standardized exterior  gateway protocol  designed to  exchange
routing and reachability information among autonomous systems (AS) on the Internet. The protocol is
often classified as  a path vector  protocol  but  is  sometimes also classed as  a  distance-vector  routing
protocol[citation needed]. The Border Gateway Protocol makes routing decisions based on paths, network
policies,  or  rule-sets  configured  by  a  network  administrator  and  is  involved in  making core  routing
decisions.

BGP may be used for routing within an autonomous system. In this application it is referred to as Interior
Border Gateway Protocol, Internal BGP, or iBGP. In contrast, the Internet application of the protocol may
be referred to as Exterior Border Gateway Protocol, External BGP, or eBGP.

Operation :

BGP neighbors, called peers, are established by manual configuration between routers to create a TCP
session on port 179. A BGP speaker sends 19-byte keep-alive messages every 60 seconds to maintain the
connection. Among routing protocols, BGP is unique in using TCP as its transport protocol.

When BGP runs between two peers in the same autonomous system (AS), it is referred to as  Internal
BGP (iBGP or Interior Border Gateway Protocol). When it runs between different autonomous systems,
it is called External BGP (eBGP or Exterior Border Gateway Protocol). Routers on the boundary of one
AS exchanging information with another AS are called border or edge routers or simply eBGP peers and
are  typically  connected directly,  while  iBGP peers can be interconnected through other  intermediate
routers.  Other deployment topologies are also possible,  such as running eBGP peering inside a VPN
tunnel, allowing two remote sites to exchange routing information in a secure and isolated manner. The
main difference between iBGP and eBGP peering is in the way routes that were received from one peer
are  propagated  to  other  peers.  For  instance,  new  routes  learned  from  an  eBGP  peer  are  typically
redistributed to all iBGP peers as well as all other eBGP peers (if transit mode is enabled on the router).
However, if new routes are learned on an iBGP peering, then they are re-advertised only to all eBGP
peers.  These  route-propagation  rules  effectively  require  that  all  iBGP  peers  inside  an  AS  are
interconnected in a full mesh.



How routes are propagated can be controlled in detail via the  route-maps mechanism. This mechanism
consists of a set of rules. Each rule describes, for routes matching some given criteria, what action should
be taken. The action could be to drop the route, or it could be to modify some attributes of the route
before inserting it in the routing table.

Conclusion :

Thus we have configured RIP/OSPF/BGP using packet tracer using wireshark.

Questions.

1.Explain packet Tracer

2.Explain packet tracer tools

3.Explain header format of packet tracer

4.Explain wireshark 




