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Instructions to thé candidates:

1) Answér/O4 or @2 Q3 or 04, Q5 or Q6, Q7 or Q8.

2) Nedt diagrars>must be drawn wherever necessary.

3) Figures to the right indicates full marks.

4) Assumesuitable data, if necessary.

Q1) a) Listthe requirements for good hash function. And explain how it ensures

the integrity of data. [8]
b) Y List difference between MD5 & SHA. (4]
c) Explain Diffe-Hellman key exchange atgorithm with example. [S]
OK
02) a) Explain the RSA algorithiiwwvith an'ekample. [8]
b) Explain MD35 with an example, [9]

03) a) What are the main sirnilatity and differences between qualitative risk

analysis Vs quantitative fisk analysis? (9]
b) What is cyber stalking\and how to prevent it? Enlist example of &yber
stalking. [9]

OR

Q04) a) What do you mean by ethics in information seclrity? How ethics is

important in information security? What are_the ethical issues in

information security? [9]
b) Describe classification of cyber crime in detdil. [9]
05) a) What is SSL? Explain handshake protocol of;SSL? [8]

b) Whatare various types of firewall? Discusglimitations of firewall.  [9]

OR
PT.O.
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06) a)
b)

Q7) a)

b)

08) a)
b)

Explain p~p algorithm in details. [8]

Describe briefly how IPsec works‘and enlist it’s applications. Distinguish

between tunnel and transport aiode of IPsec. [9]

Explain need afd ghallenges of intrusion detection system. Define signature
based IDS. [9]

What istcOmputer”worm and virus? How does computer virus spread?

How te.protect-against computer virus and worms. [9]
OR

Differ¢ntiate spyware, Adware & Ransomware. [9]

Define phishing. Explain phishing with types.ahd examples. [9]
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