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Instructions to the candidates:

1) Answer @ler Q2,9Q.30r Q4, Q50r Q6, Q.70r Q.8.

2) Neat dragrams must be drawn wherever necessary.

3) Figuresio theright indicate full marks.

4) Assume suitable data, if necessary.

5) Use of scientific calculator is permitted.

Q1) @ Wheat iscryptographic hash function? How isit useful in cryptography?
List different cryptographic hash functions: Explain in detail any one
Cryptographic hash function. [8]

b) Findthekey exchanged between/Aiok ane Bobby considering following
datan=11,g=5,x =2,y =3 Findthevalue of A,B & key K. [9]

OR

Q2) @ What are steps carried out inwgiffie hellman algorithm? List uses,
advantages and disadvantages of diffie hellman algo. [8]

b)  What do you mean by-Asynimetric cryptography agorithm? Explain RSA
algorithmindetail. 9]

Q3) @ Describedifferent categories of cybercrimewith example. [9]
b) Explainthe processof risk identification and risk asgessiment, [9]

OR

Q4) @ What arethedifference between quantitative and-Qualitativerisk analysis
with providing examples. [9]

b) What iscyber stalking? How to identify and detect €yber stalking.  [9]

Q5) @ What is SSL?How does SSL works?Why i$:$SL important. [8]
b) Describe IPSec protocol with its .co0mponents and security
Services. [9]

OR
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Q6) @ What is the firewall? How does it \works & explain different types of
firewalls. [8]

b) Whatisemail security and why.iti's necessary? Explain any onealgorithm
used for email security. [9]

Q7) @ Whatismawate?Enlistdifferent typesof mawarewhat precaution needs

to protect fromr malware. [9]

b) What isseomputer” worm or virus? How does computer virus spread?
How. ta_protect-against computer virus and norms, [9]

OR

Q8) @ Enlistditferent types of IDS. Describe any  ore type of IDS in
detaii, [9]

b) Definephishing. Explain phishing with typeseand examples. [9]
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